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Abstract: We propose and successfully implement a method to program resilience schemes
(e.g., code adaptation) in a transponder controller. YANG models are proposed and demonstrated to conﬁgure actions and ﬁnite state machine in the transponder controller.
OCIS codes: 060.4250, 060.4261.

1. Introduction
Networks are evolving toward higher programmability, making the setup of network devices more ﬂexible and conﬁgurable according to the current needs (e.g., proper transmission parameters) [1, 2]. Control and management have to
support such programmability. NETCONF is emerging as a Software Deﬁned Network (SDN) protocol for the control
and management of optical networks [3]. NETCONF may exploit YANG data modeling to describe in a formalized
and standardized way the network device’s [4]. In particular, YANG and NETCONF are suitable to describe data plane
capabilities, such as the properties of a transponder (e.g., supported bit rate values) [5], or, in general, the structure
of an optical network in a vendor independent way [6, 7]. This is considered to be very relevant given the increased
interest of operators in white boxes (i.e., nodes composed of an aggregation of components from different vendors).
YANG is organized in a hierarchical structure with leaves and sub-leaves, each one used to deﬁne data with
a speciﬁc type (e.g., integer). As an example, the leaf bit rate of a transponder YANG model can be used by
the transponder controller to inform the centralized SDN controller about the supported bit rate values [5] or can be
used by the SDN controller to set the transponder at the selected bit rate. Currently, YANG does not support the way
to instruct a transponder (or in general a data plane device) to self-readapt transmission parameters upon events as
failures. Thus, once a failure or a soft failure (i.e., degradation of the bit error rate —BER — due to a network device
malfunction) is detected, the device controller has to inform the SDN controller, which performs computations (e.g.,
selection of new transmission parameters such as modulation format and code) and sets the devices accordingly. Such
procedure requires certain time due to the two-ways message exchange between the device and SDN controller and
may imply an high load at the centralized controller when many connections are involved. In conclusion, currently,
YANG does not deﬁne “events” (e.g., soft failure), “actions” (e.g., code adaptation), or “ﬁnite state machines”, that
can be required to enable a centralized SDN controller to instruct a network device to self reconﬁguring according to
speciﬁc events (e.g., failures), and more in general to (re)program the state machine on the device.
In this paper we propose a method — based on novel YANG Models, namely Events and Finite State
Machine — that allows to extend and increase the level of programmability of the network devices. This method
allows the centralized controller to instruct the device about the actions to perform once a speciﬁc event occurs. More
in general, we provide the possibility to conﬁgure on the device a ﬁnite state machine (FSM) through NETCONF and
YANG. The proposed method is ﬁnally validated through an experiment in a control/management plane testbed.
2. Pre-programming resilience schemes in a network device
YANG models for events, actions, and state machine are here proposed to enable a SDN controller (on behalf of a
network operator) to instruct a device controller about critical events and actions to be taken if these events occur (e.g.,
increase of redundancy once BER passes a given threshold). The actions to be taken and the critical events can be reprogrammed on the device by simply sending a new message conﬁguration (e.g., NETCONF protocol) on the device
controller with the new information. Such a system has the prospect to speed up the reaction of the network to certain
events/faults and to alleviate, in a standard way, the workload of the centralized controller. The speed up derives from
the fact that the SDN controller is able to pre-conﬁgure on the network devices the precise actions to perform when
an event occurs. In this way, the device (provided by any vendor) already knows what to do and it can immediately
react, avoiding to inform the SDN controller and to wait for the response indicating what to do. Consequently, part of
the workload is also removed from the centralized controller. When the reaction is successfully completed in the data
plane, the centralized controller is notiﬁed about the faults and the taken action.
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The system returns
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Fig. 1. Events YANG model’s tree (a); FSM conﬁgured in the experiment (b); Message capture in
the experiment (c).
The proposed Events YANG model is schematized by the tree diagram of Fig. 1(a). The model deﬁnes a list of
events as a root element of the hierarchy. An event is deﬁned through two mandatory attributes (Name and Type)
and an optional attribute (Description). Together Name and Type attributes uniquely identify the event. The
Type attribute takes value from a pool of possible event types predeﬁned inside the YANG model. Currently we
have deﬁned some known event types such as the ON CHANGE event, which is ﬁred when the value of an attribute
changes. Depending on the type of event some additional attributes (e.g., ﬁlters) may be present in order to further
express an event. For example we may deﬁne an event named Q-factor change of type ON CHANGE and as ﬁlter a
threshold to indicate when the Q-factor falls below the threshold. Another fundamental feature proposed in the model
is provided by the Reaction attribute. In particular, for each event the SDN controller can conﬁgure a reaction the
device should take. A Reaction is composed of a list of Operations to perform when the event occurs. Each
operation is identiﬁed through an ID and can be either of type Simple or Conditional. A Simple operation
contains the Execute attribute which is used to encapsulate the effective task to be executed and the ID of the
Next operation (if any). A Conditional operation, with respect to the Simple one, contains in addition a
Statement attribute and the containers True and False. The Statement is checked at the begin of the operation
then, depending on the outcome (true or false), only the correct container is considered. True and False contains
the Execute and Next operation as for the Simple operation.
We also propose a YANG model for a ﬁnite state machine (FSM) where each state is based on the Event YANG
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model. In particular, the FSM YANG model extends the Events YANG model by adding the state information and
state transition. More precisely, the model deﬁnes a list of states that, similarly to the events, are conﬁgurable by the
controller. Each state has a Description attribute identiﬁed through an ID. Each state also includes a list of events
as deﬁned in the Events model, with the additional Next-state attribute pointing the next state.
3. Experimental demonstration
The proposed method based on the novel YANG models has been experimentally evaluated in a testbed composed
of three PCs, one acting as SDN controller and the others two emulating a transponder device at the transmitter and
receiver side. The SDN controller runs a python implementation of a NETCONF client. The devices run ConfD, a
NETCONF server implementation made by Tail-f (CISCO), and a C program we made to emulate the transponder
capabilities. The experiment consists on creating a new connection, conﬁguring the FSM depicted in Fig. 1(b) on
the receiver, and emulating a BER change. In particular, we considered a 100-Gbps net rate connection with a baud
rate of 28 Gbaud, 7% of forward error correction (FEC) scheme, and polarization multiplexing quadrature phase shift
keying (PM-QPSK) as modulation format. The connection is conﬁgured by the SDN controller issuing a NETCONF
<edit-conf> message as detailed in [5]. The FSM is composed of two states: Steady and FEC-Baud-Adapt.
In the Steady state the connection is in a healthy condition with a pre-FEC BER below the threshold th = 9 × 10−4 .
In case the pre-FEC BER exceeds th, the FSM evolves to the FEC-Baud-Adapt state where an adaptation to a
more robust FEC (20%) and a baud rate change (to 31 Gbaud) are performed. From the FEC-Baud-Adapt state,
in case the pre-FEC BER returns below the threshold th, FSM moves back to the Steady state readjusting the
baud rate and the FEC to the values initially conﬁgured. Fig. 1(c) shows a portion of the message sent by the SDN
controller to the transponder to conﬁgure the FSM previously described. In particular, the Steady state with id 1 and
Fec-Baud-Adapt with id 2 can be identiﬁed. The Steady state is the starting point as indicated by the currentstate attribute. It responds to the ON CHANGE event, more precisely only when the pre-FEC BER changes to a value
higher than 9 × 10−4 . The associated reaction to the event is composed of a single operation that triggers a change
of the baudrate and the FEC. After the execution, the current state becomes the state with id 2 Fec-Baud-Adapt
as indicated by the next-state attribute. The Fec-Baud-Adapt state also responds to the ON CHANGE event, but in
this case only when the pre-FEC BER goes below the threshold. Similarly, to the Steady state, a single operation is
executed as reaction. In this case, the FEC and the baudrate are restored to the initial values. After FSM conﬁguration,
pre-FEC BER above threshold was emulated thus triggering the reaction shown in Fig. 1(c) and implying the transition
to the state Fec-Baud-Adapt. Then, pre-FEC BER change below threshold was emulated triggering transmission
parameter adaptation and transition to the Steady state. It is important to note that reactions are not statically preconﬁgured, they can be revoked or reconﬁgured by the controller depending on the evolution of the network (e.g.,
depending on bandwidth availability).
4. Conclusions
This paper proposed a method to program resilience schemes (e.g., FEC adaptation) in a device controller, e.g. of the
transponder. The method is based on proposed YANG models allowing the SDN controller to conﬁgure a ﬁnite state
machine in the transponder controller. The method is validated in a control plane testbed with NETCONF protocol.
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