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Abstract—White boxes, originally introduced in data centers,
are expected to soon also penetrate the market of wide area net-
works, since operators see them as a way to drive down capital
expenditure. Indeed, white boxes can be composed of modules
from different vendors, removing the traditional vendor lock-in
and creating more competition in the market, thus reducing hard-
ware costs. In this paper, we describe the experimental demonstra-
tion of a fully disaggregated white box, composed of two different
types of transponders, monitors (including filtering effect param-
eter monitors), add-drop multiplexers, and switches. Toward this
end, we developed an appropriate control and management plane
for the white box based on NETCONF and YANG. Using that, we
demonstrated the automatic reconfiguration of the white box so
as to maintain the service in the presence of multiple unexpected
degradations: signal-to-noise ratio decrease and filtering distor-
tion. We also demonstrated and presented here a vendor-neutral
procedure to compute the thresholds used for raising alarms in
response to physical layer degradations.

Index Terms—Disaggregation, inter-operability, NETCONF,
white box, YANG.

I. INTRODUCTION

WHITE boxes are attracting increasing interest from ser-
vice providers and network operators [1], [2] and are

expected to penetrate the wide area networks market in the
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following years, as a way to reduce capital expenditure [2].
White boxes provide disaggregation of software from hardware
(e.g., for control) and can be assembled with inter-operating
modules from different vendors. In order to support the con-
trol and management of white boxes, effort has to be done to
achieve standardized data models shared by vendors and opera-
tors. In addition, the migration towards multi-vendor networks
and towards inter-operability imposes the redefinition of several
procedures – which are now vendor locked – for operating the
network, for management, and maintenance in a vendor-neutral
way. YANG [3] has been identified by operators and service
providers as the data modeling language to enable the inter-
facing with the control and the management system. YANG is
supported by the emerging NETCONF protocol standardized
by Internet Engineering Task Force (IETF) [4].

A great deal of research is currently being carried out on white
boxes and, more generally, on disaggregation. Several consor-
tiums and projects, such as OpenConfig [5], OpenROADM [6],
Telecom Infra Project (TIP) [7], and IETF [8], [9], that include
operators, service providers, and vendors, are working to define
vendor-neutral and disaggregated networks (describing the re-
lated media channels, nodes, amplifiers, interfaces, and so on).
Several activities within these consortiums are focused on the
definition of YANG models. Such topic is ongoing also within
research in general [10]–[13]. In particular, such works propose
data models for transponders [10]–[12], for programming re-
covery actions in Elastic Optical Networks (EON) [12], and for
space division multiplexed optical networks [13]. Some exper-
imental demonstrations of optical white boxes have also been
performed [14]–[18]. The works in [15], [16] demonstrated the
control and management of a white box, showing capabilities
to automatically react against unexpected physical layer degra-
dations. In [17], the disaggregation of node functionalities was
studied against disasters. The authors in [18] focused on teleme-
try applications for the streaming of monitoring information,
also having reliability as their main objective. Moreover, qual-
ity of transmission (QoT) was studied within the TIP project [19]
for vendor-neutral networks, aiming to deliver an open source
and vendor-agnostic tool for QoT estimation.

This paper contributes to the research field of inter-operability
and vendor-agnostic optical networks by demonstrating: i) the
inter-operability of several node components provided by dif-
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Fig. 1. White box architecture.

ferent partners and ii) the control and management of white
box including vendor-agnostic procedures guaranteeing service
maintenance in the presence of multiple degradations. In par-
ticular, we experimentally demonstrate a fully disaggregated
white box composed of the following cooperating modules,
each provided by a different partner: two types of transpon-
ders, monitors (including a filtering effect monitor), switches,
add-drop multiplexers, and an agent for interfacing with the
control and management plane. We demonstrate the config-
uration of the white box through NETCONF and YANG, as
well as its dynamic reconfiguration (baud rate adaptation, filter
reconfiguration, and signal frequency shifting) upon physical
layer degradations (e.g., filtering effects and signal to noise ra-
tio degradation) identified through its monitors. This work is
an extension of [15]. With respect to [15], we provide in the
current paper more implementation details. Additionally, a con-
tribution of this paper is the description and the experimental
demonstration of a vendor-agnostic procedure to determine the
QoT threshold that should be used to identify a physical layer
degradation. Such threshold is computed to enable an operator
to discern between normal QoT fluctuations (e.g., on the bit
error rate – BER – values) and soft failures (i.e., unexpected
physical layer degradations). It can also be used for anticipating
the outage of a connection due to unacceptable QoT, thus guar-
anteeing the proper operation, administration, and maintenance
(OAM) of the connection.

II. WHITE BOX’S ARCHITECTURE AND SPECIFICATIONS

The white box architecture (disaggregated from the control
and management software) is shown in Fig. 1. It consists of mod-
ules possibly provided by different partners: N transponders,
also including end-to-end performance (e.g., BER) monitors as
well as other monitors (such as a filtering effect monitor [20]
and a power monitor), and filters for add and drop multiplexing
and switching based on flexible grid. Finally, the white box in-
cludes an agent interfacing with the software-based control and
management plane.

More specifically, in our experiments, the following modules
were considered and realized:

� Transponder 1 supports polarization multiplexing 16 and
8 quadrature amplitude modulation (PM-16QAM and PM-
8QAM), and polarization multiplexing quadrature phase
shift keying (PM-QPSK) modulation formats in a single
carrier scheme, with 200, 150, and 100 Gb/s net rates, re-

Fig. 2. Part of database recording: (a) configuration parameters; (b) monitored
parameters.

Fig. 3. Control and management plane architecture.

spectively. The transponder also supports 12% and 28%
code rate, 28 and 32 Gbaud, end-to-end monitor of signal
to noise ratio (SNR), optical SNR (OSNR), chromatic dis-
persion (CD), polarization mode dispersion (PMD), and
bit error rate (BER).

� Transponder 2 supports PM-16QAM and PM-QPSK mod-
ulation formats, with 200 and 100 Gb/s net rates, respec-
tively. The transponder supports 7% code rate, 28 Gbaud,
and end-to-end monitor of CD, PMD, and BER.

� Monitor 1 monitors filter effects through the measurement
of the 10 dB-bandwidth (B) of the signal before digital
signal processing (DSP).

� Monitor 2 consists of a commercial power monitor.
� Add and drop and switching are based on commercial

Bandwidth Variable Wavelength Selective Switches (BV-
WSSs) supporting the ITU-T flex-grid. An amplifier stage
is also included (booster in the add and pre-amp in the
drop).

� Finally, the white box contains an agent interfacing with
the NETCONF protocol. Given the nature of NETCONF
which operates on a client-server base, the agent includes
two databases (shown in Fig. 2) storing the values of con-
figuration parameters (e.g., transponder bit rate and mod-
ulation format) and state (used for monitoring purposes)
parameters (including values such as B and BER). Config-
uration data is decided by the control plane, it is carried
by NETCONF and it is written in the database to config-
ure the white box accordingly. Monitoring data is sent via
NETCONF to the management system.

III. CONTROL AND MANAGEMENT OF WHITE BOX

The control and management plane, shown in Fig. 3, is based
on the IETF ABNO [21] architecture, and includes a stateful
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ABNO controller, databases (e.g., traffic engineering database –
TED), the Provisioning Manager, and the Operation, Adminis-
tration, and Maintenance (OAM) Handler. NETCONF is used
for configuration and for carrying monitoring information.

The ABNO controller is extended to take decisions using
the monitoring information, and closing the so called observe-
decide-act control loop envisioned in the ORCHESTRA project
[22]. Within this framework, actions (e.g., code adaptation,
rerouting, spectrum shifting) are taken based on (re)optimization
decisions that are themselves triggered by the observation of the
monitored parameters (e.g., SNR, filtering effects). Openday-
light tool is used as Provisioning Manager after being extended
for NETCONF.

The ABNO-controller exploits a QoT-aware Path Compu-
tation Element (PCE) based on the DEPLOY optimization
tool [22]. DEPLOY performs path computation (path, spec-
trum and transmission parameters selection) and re-optimization
(e.g., code adaptation) calculations taking into account the
QoT/physical layer. In addition, it performs some applica-
tion specific calculations, such as QoT estimation, failure lo-
calization, and soft-failure threshold calculation (discussed in
Section IV). To carry out these calculations it leverages three
databases implemented in ABNO: the Traffic Engineering
Database (TE-DB); the Label Switch Path DataBase (LSP-DB)
including information on connections’ state (e.g., used path,
spectrum, rate, and modulation format), which makes the con-
trol plane stateful; the Physical Layer DataBase (PL-DB) storing
information related to the physical layer. In particular, PL-DB
includes nominal values of monitored parameters (e.g., amplifier
noise figure from datasheets), as well as monitored parameter
values (e.g., end-to-end BER). The latter are collected through
NETCONF, as it will be described below.

Given a request for a connection between two nodes at a
specific rate, the PCE decides the transponder configuration
parameters (gross rate, baud rate, code rate, and modulation
format), and the routing and spectrum assignment. Then, the
ABNO controller triggers the Provisioning Manager, which is
connected to the white box’s agent, to configure the data plane.
The Provisioning Manager acts as an SDN-controller exploit-
ing NETCONF protocol. Data plane configuration includes the
setting of the selected transponder at the proper configuration
parameters’ values, and the BV-WSSs for the add-drop and
switching functions. In case of problems such as faults or phys-
ical layer degradations (e.g., due to increased attenuation or
unexpected filtering effects), the ABNO controller reconfigures
the white box to adapt the transmission parameters or re-route
the entire connection.

NETCONF protocol supports the YANG model detailed in
[10] for controlling and managing the transponders. Moreover,
a YANG model including the configuration of filter central fre-
quency, bandwidth, and in/out ports is adopted to configure the
BV-WSSs’ add-drop and switching functions. The NETCONF
<edit-config> message is sent by the Provisioning Manager
to the white box agent in order to configure or reconfigure
transponders and BV-WSSs. Configuration values are written in
the agent’s database and are used to configure the hardware.

Moving now from the control plane to the management
plane, the OAM Handler of ABNO is responsible for ensur-

ing the proper operation, administration and maintenance of the
services. The OAM Handler is connected to the white box’s
agent. To be more specific, the developed OAM Handler and
the white box agent are fully programmable to provide i) pe-
riodic and on-demand polling of monitored parameters, and ii)
threshold-based alarm handling. These are implemented with
the NETCONF protocol still pointing to the YANG model in
[10]. The monitored values are stored in the PL-DB of ABNO,
and can be used for various optimization operations by the
PCE, such as QoT estimation, threshold calculations, etc. The
alarms initiate certain ABNO operations, such as the identifica-
tion and localization of failures (e.g., fiber cuts, filtering effect,
or signal attenuation), and also trigger the ABNO-controller
to perform white box reconfiguration or service rerouting for
recovery.

The OAM Handler can be programmed to periodically re-
quest a set of monitored parameters from the agents resid-
ing in the white boxes. The programmable parameters include
the period, the white box(es) agent(s) to be polled, and the
set of monitored parameters to be obtained from the ones
available. To obtain monitoring information, the NETCONF
<get> message is sent by the OAM Handler to poll the re-
lated agent. The agent receiving such a message retrieves the
requested monitored values from its local database and sends
them through the NETCONF <rpc-reply> message to the OAM
Handler.

The same process can be initiated on demand by ABNO or
the PCE, as opposed to the periodic monitoring operation dis-
cussed above. In the case that a specific parameter is required
(for example, to localize a failure or to improve QoT estima-
tion accuracy), the OAM handler can directly require certain
monitored parameters from certain agents.

The white box agents can also be programmed to create
alarms related to specific events. An agent can be programmed
by the OAM Handler to raise an alarm when some specified
monitored parameter exceeds a pre-specified threshold. Note
that this feature differs from periodic or on demand monitoring.
Even though the monitored values that are collected (e.g., pe-
riodically) in the OAM Handler/ABNO can be checked against
thresholds, such an approach introduces delays. Typically, the
monitoring polling period would be set much higher than the ex-
ecution time of the DSP monitoring algorithm, while complete
power loss e.g., due to a fiber cut, can be immediately sensed
and needs to be immediately conveyed. Moreover, relying on
centralized failure identification creates a bottleneck. In our ap-
proach, the developed white box agents can be programmed to
raise an alarm when an event/problem is identified locally. Ap-
propriate alarms can be set to report sudden deteriorations of
the QoT, typically referred to as soft-failures, up to the complete
loss of signal, corresponding to a hard failure. The related alarm
is forwarded to the OAM Handler that is then responsible, along
with ABNO/DEPLOY, for handling the event.

Regarding the implementation of the alarm feature, the NET-
CONF <create-subscription> message is used by the OAM
Handler to inform the agent of the monitored parameter and its
alarm threshold. If the threshold is exceeded, the agent creates a
NETCONF <notification> message to actually implement the
alarm, and sends it to the OAM Handler.
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Fig. 4. Detection of a soft failure as an unnatural variation of the QoT
monitoring.

IV. VENDOR-NEUTRAL SOFT-FAILURE

THRESHOLD IDENTIFICATION

In this section, we describe the procedure to identify a sudden
malfunction/soft-failure on a lightpath, independently of the
system in which the lightpath is operating. To do so, we make full
use of the programmable features of the proposed management
plane: periodical monitoring, threshold/alarm setup, and alarm
creation and handling.

When monitoring the QoT of a lightpath (e.g., through BER
or OSNR), a number of fluctuations may be observed due to
short-time physical effects, such as polarization effects and/or
increased network load inducing higher nonlinear noise level,
which could cause control overhead and ping pong effects if
unnecessary actions are triggered due to each of them. Thus, an
important issue is to discern between normal QoT fluctuations
and a soft failure causing a rapid decrease of QoT, as shown in
Fig. 4.

The technique we propose for the threshold calculation as-
sumes that the normal QoT fluctuations are Gaussian. Thus, we
monitor the QoT parameter and its average in order to under-
stand the normal QoT fluctuations. Let μ and σ be the average
and the standard deviation of the QoT monitored parameter of
interest, respectively. We define any QoT deviation as abnormal
if it exceeds the threshold TH = μ + k·σ, where k is a real
number selected according to the targeted confidence level and
the FEC limit to avoid an outage. In our experiments, we used
k = 5 to achieve 0.99999 confidence. Since the average value
μ of the QoT metric changes due to long and medium-term
effects (network equipment ageing, weather), the threshold cal-
culation process (in particular, the estimation of μ) should be
refreshed/changed periodically (for example, every month) so
as to capture the current state of the network and follow long and
medium-term effects. Few measurements, e.g., every 10 min-
utes over a few days, could capture the short-term fluctuations
when calculating σ.

Regarding the implementation, at a given network state, the
OAM Handler polls BER values to compute an estimation of
μ and σ, via the NETCONF <get> message. Then, the TH is
computed accordingly and NETCONF <create-subscription>
is used to inform the agent about the threshold generating alarms.
If the threshold is exceeded, the NETCONF <notification>
message implements the alarm. The experimental verification
of this concept will be described in the next section.

Some considerations are discussed in the following about the
“root cause analysis” of a failure [23], i.e., the process for identi-

fying the causes of problems and failure events. Indeed, besides
the prompt reaction to guarantee the proper maintenance of a ser-
vice, the identification of the causes of a degradation, such as the
malfunctioning device or devices, would also be beneficial. Soft
failure detection can be very useful because performance degra-
dation can be the symptom that a specific component/device is
going to fail within a certain time. Thus, the detection of an
anomalous behavior of physical layer parameters such as BER
together with a root cause analysis can enable a network opera-
tor to intervene (e.g., by replacing the responsible components)
before a more substantive failure. A possibility is the examina-
tion of various types of real-life network fault use cases, which
can be used for training of a fault detection mechanism based
on machine learning [24]. However, a problem with similar ap-
proaches is that they can only track specific failure patterns that
they were trained for. In a real network, there could be many
failures or even the trained ones could evolve differently. These
activities should be investigated in future research studies.

V. EXPERIMENTAL DEMONSTRATION

We experimentally demonstrated the white box configuration,
monitoring, and reconfiguration in the testbed of Fig. 5. In par-
ticular, the control and management plane guarantee the proper
(i.e., below the BER threshold) operation of services by recon-
figuring the white box’s transmission parameters and filters in
case of physical layer degradations.

In this section, first, we will show a reliability experiment
performed in Pisa lab in the presence of two simultaneous phys-
ical layer degradations: (1) an OSNR decrease (e.g., due to
fiber or amplifier aging) achieved by varying the attenuation of
the Variable Optical Attenuator (VOA) and (2) filtering effects
(e.g., laser and filter misalignment in a cascade of filters, due
to laser and/or filter aging) achieved by narrowing the filter in
the intermediate node (second BV-WSS). Then, we will show
the computation of the BER threshold to identify a soft failure
according to the procedure presented in Sec. IV, as performed
in Paris lab.

Regarding the reliability experiment, three connection re-
quests were considered, one at 150 Gb/s and two at 200 Gb/s
net rate. Transponder 1 was configured at 150 Gb/s, PM-8QAM,
28 Gbaud, and 12% code rate, with central frequency 193.6 THz
(i.e., n = 80 in the ITU-T flex-grid). Transponder 2, which sup-
ports two carriers, was configured with central frequencies of
193.5625 THz (n = 74) and 193.6375 THz (n = 86), respec-
tively, each at 200 Gb/s, PM-16QAM, 28 Gbaud, and 7% code
rate. All the signals were switched with 37.5 GHz bandwidth
(m = 3 according to ITU-T flex-grid recommendations). Then,
OSNR degradation was introduced through VOA, as well as fil-
ter distortions affecting just the portion of the bandwidth related
to the signal generated by Transponder 1.

Fig. 6 shows the evolution of Transponder 1’s (electrical)
SNR (Fig. 6a), BER (Fig. 6b), and signal bandwidth B (Fig. 6c),
as monitored by the white box. To be more specific, BER
and SNR are monitored by Transponder 1 itself, while B is
monitored through the external monitor of filtering effects. As
seen in Fig. 6, before the failures, SNR is above 12 dB, BER
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Fig. 5. Experimental setup.

Fig. 6. SNR (a), BER (b), and B (c) evolution during the reliability experiment.

Fig. 7. NETCONF <notification> message.

is around 10−5, and B = 26 GHz. When the two degrada-
tions occur, BER jumps to around 10−3, SNR falls by about
3.5 dB, and B = 24 GHz. This BER increase triggers an alarm
shown in Fig. 7 that is sent to the OAM Handler, reporting
the unique identifier of the transponder (801) and the value of

the BER (0.0035085). This alarm is sent because of the vio-
lation of the BER threshold, which was set to 2 × 10−3. In
response to this alarm, a first reconfiguration is automatically
performed.

Fig. 8 shows the log of the DEPLOY PCE engine reporting,
in “Soft Failures Request 1”, the affected lightpath connection
(with id 801) and, in “Soft Failures Response 1”, the “trans-
mission_parameters_adaptation” decision. In particular, we see
that baudrate is increased to 32 Gbaud to support a more re-
dundant code (28%) and a higher BER threshold of 0.0135.
Fig. 9 shows the NETCONF <edit-config> message sent for
transponder reconfiguration. The increase of baudrate, however,
implies an increase of the signal bandwidth, thus worsening
even more the detrimental filtering effects. Indeed, BER in-
creases further and is measured to reach around 0.01 as shown
in Fig. 6b. As a result of this, the filtering effect monitor raises
a new alarm, in response to which, the DEPLOY engine com-
putes an appropriate reconfiguration of the filters. The related
log is reported in Fig. 10. The filter enlargement can only be
enabled by shifting the third connection (id 803) from n =
86 to n = 88. The “push-pull” technique is exploited to per-
form this signal shift [26] in a hitless way. Fig. 11 shows the
NETCONF message for filter reconfiguration, with parameter
m = 4 (50 GHz) instead of m = 3 (37.5 GHz). This operation
improves the QoT and the monitored BER returns to accept-
able values (shown in Fig. 6b). Reconfiguration time is in the
order of few seconds, and is dominated by the time required
for laser synthonization and BV-WSS reconfiguration. After re-
configuration, the bandwidth parameter B in Fig. 6c becomes
approximately 32 GHz, approaching the corresponding baudrate
value.

Further experiments were performed in Nokia Bell Labs
in Paris where the white box was moved and reassembled
in an experimental setup similar to the one described in
Fig. 5. First, reliability experiments similar to the ones in Pisa
were performed to verify their repeatability and the capabil-
ity of the white box to adapt to a different system (testbed).
The repeated experiments (not reported here for space rea-
son) were successful. In addition, the computation of the
threshold for soft failures was performed and reported in the
following.

In this experiment we programmed the OAM Handler to pe-
riodically communicate with the agent of the egress node to
obtain monitored BER values related to a lightpath established
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Fig. 8. Log of the DEPLOY for the first recovery request.

Fig. 9. Reconfiguration of baudrate and FEC through the NETCONF <edit-config> message.

Fig. 10. Log of the DEPLOY for the second recovery request.

Fig. 11. NETCONF <edit-config> message reconfiguring the filter.

Fig. 12. NETCONF <rpc-reply> message reporting a value of monitored
BER.

at 100 Gb/s with PM-QPSK and 28% FEC. Fig. 12 shows a
NETCONF <rpc-reply> message. The monitored values were
stored in ABNO PL-DB.

To emulate the short-term effects at the data plane, we in-
troduced random attenuation in the VOA following a Gaussian

distribution. After monitoring several values, ABNO called the
DEPLOY-PCE to calculate the soft failure threshold TH for
the lightpath. The calculation was done according to the def-
inition in Section IV using k = 5. The monitored BER av-
erage was μ = 4.62625�10−4 and the standard deviation was
σ = 1.128324�10−4 for the 8 monitored BER values. Fig. 13
shows the log of the DEPLOY-based PCE for the threshold
computation request. The computation result for the considered
lightpath was TH = 1.025�10−3. Fig. 14 shows the NETCONF
<create-subscription> message sent by the OAM Handler to
inform the agent about the newly calculated alarm threshold.

VI. CONCLUSION

We experimentally demonstrated a fully disaggregated white
box, where hardware was separated by the control and manage-
ment plane. We showed the continued proper operation of ser-
vices even in the presence of Quality of Transmission problems
due to increased attenuation and unexpected filtering effects.
Our results support the ability of Software Defined Networking
for white boxes to provide automation and business continu-
ity. The white box was composed of transponders, performance
monitors (including a filtering effect monitor), and add-drop
multiplexers provided by different partners, as well an agent for
interfacing with the control and management plane. NETCONF
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Fig. 13. DEPLOY log for threshold computation request.

Fig. 14. NETCONF <create-subscription> message to subscribe to alarms
according to the computed threshold.

protocols and YANG models were used to control and manage
the white box. A procedure for computing the threshold used for
identifying a soft failure was also presented and experimentally
demonstrated.
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